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(54) Updating operating systems of remote computers by radio link 

(57) When an operating system update is necessary a host computer 108 checks that the remote computers 
are ready for the update and then sends new configuration files to the remotes, via radio modem link, followed 
by an update command. The remote computers report to the host which uses database 109 to keep track of 
which remotes have been updated. Both the old and new operating systems are stored in the host's 
configuration files database 110. Remotes which are not successfully updated may be locked or prevented 
from communicating. 
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METHOD FOR UPDATING OPERATING SYSTEM 

Field of the Invention 

5 This invention relates to computer operating systems. The invention 

is applicable but not. limited to, updating MS Windows operating system via 
radio modem. 

Background pf the Ipv^ntipQ 

1 0 

MS Windows is an operating system that rims on IBM personal 
computers and compatibles. Installation of a new application program or 
installation of a data base changes the MS Windows configuration files. In 
computer networks having remote computers with MS Windows operating 

1 5 system communicating via radio modems, the remote computers need to 

have the same operating system configuration files. When the network 
configuration is changed, the MS Windows configuration files have to be 
changed on the remote computers as well. Thus, the system manger has 
to install MS Windows operating configuration files in each remote 

2 0 computer separately. 

There is a need for a method for simultaneously or more efficiently 
updating MS Windows configuration files in all of the remote computers. 

Summary of the Invention 

25 

A method for updating by a host computer the operating system of at 
least one remote computer having a special program module, the method 
having the steps of sending an over the air message from the host 
computer to the special program module of the at least one remote 

3 0 computer and updating the at least one remote computer according to the 

over the air message. 

A radio communications system for remotely updating operating 
system configurations, the system comprising a host computer having a 
data base for storing the configuration files for updating at least one of the 
3 5 remote computer, a data base for storing at least one of the remote 

computer status information, a radio modem and at least one remote 
computer having a special program module and a radio modem arranged 
for communicating via radio frequency with the host computer in order to 
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receive messages for updating the operating system configurations of the 
at least one remote computer. 



p™f p^nrintior t.h« Drawings 

5 

FIG. 1 is a block diagram of radio communications system for 
remotely updating operating system configurations according to a 
preferred embodiment of the invention. 

FIG. 2 is a flow chart showing the special program module 
1 0 operation at the host computer according to a preferred embodiment of the 
invention. 

FIG. 3 is a flow chart showing the special program module 
operation at the remote computer according to a preferred embodiment of 
the invention. 



15 



retailed D escription of the Drawings 



Referring first to FIG. 1, a block diagram of a radio communications 
system for remotely updating operating system configurations according to 
2 0 a preferred embodiment of the invention is shown. The system includes a 
host computer 108 having a host special program module (HSPM) 111, a 
remote computers data base 109, a configuration files data base 110, a 
operating system, e.g. MS Windows 113, and a communication driver 112. 
The host computer 108, a radio modem 107 and a base station radio 

2 5 transceiver 106 are operably coupled. Also shown is at least one remote 

computer 102 including a remote special program module (RSPM) 103, an 
operating system, e.g. MS Windows 105, and a communication driver 104. 
The remote computer 102, a radio modem 101 and a radio transceiver 100 
are operably coupled. 

3 0 In operation the remote computer 102, the radio modem 101 and the 

radio transceiver 100 are arranged for communicating via radio frequency 
with the host computer 108 in order to receive messages for updating the 
MS Windows 105 operating system configurations of the remote computer 
102. The MS Windows configuration file updating process starts when a 
3 5 new configuration file is placed in the configuration files data base 110. 
The HSPM 111 saves the MS Windows old configuration file in the 
configuration files data base 110 and sends a update message using the 
communication driver 112, the radio modem 107 and the base station radio 
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transceiver 106, to the remote computer 102. The update message is 
received at the remote radio transceiver 100. The remote radio transceiver 
100 transfers the update message to the radio modem 101 and to the 
communication driver 104 in the remote computer 102. The 
5 communication driver 104 transfers the updating message to the MS 

Windows operating system and to the RSPM 103. The RSPM 103 sends over 
the air an acknowledge message to the host computer HSPM 111 and the 
HSPM 111 updates the remote computers data base 109. 

Referring now to FIG. 2, a flow chart illustrating the host special 
1 0 program module operation according to a preferred embodiment of the 

invention is shown. The method of sending an over the air message from 
the HSPM 111 of the host computer 108 to the RSPM 103 of the remote 
computer 102 includes the steps of receiving a new operating system, e.g. 
MS Windows configuration file and updating the Configuration files data 

1 5 base 110 as in step 30. The HSPM 111 sends an over the air message to 

update the configuration file to remote computer 102 as in step 31. The 
HSPM 111 receives active and ready message from of the remote computer 
102 as in step 32 and updates the remote computers data base 109 with the 
remote computer 102 ready and active status as in step 33. The HSPM 111 

2 0 sends over the air the configuration file to the ready and active remote 

computers as in step 34. The HSPM 111 receives an acknowledge message 
from remote computer 102 as in step 35 and updates the remote computers 
data base 109 with the status of the remote computer 102 that has the new 
configuration file as in step 36. The HSPM 111 sends over the air a 

2 5 message to update now the configuration file to at least one of the remote 

computer 102 as in step 37 and receives from the remote computer 102 a 
successful updating message as in step 38. The HSPM 111 updates the 
remote computers data base with the status of the remote computer 102. 
After these steps the remote computers data base 109 has updated 

3 0 information about each of the remote computers. The remote computers 

data base 109 has the information of the remote computer configuration file 
version, the remote computers to be updated, remote computers that fail to 
response and remote computers that failed to update the MS Windows 
configuration file. The HSPM 111 looks at remote computers data base 109 
3 5 to see if most of the remote computers were updated as in step 40 and 

inform the system operator about which remote computers that were not 
updated as in step 41. Thus, the HSPM 111 may repeat the updating 
process as described above. The system operator monitors the remote 
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computer 102 radio modem 107 communication as in step 42 and tries to 
discover which of the remote computers that have not updated MS 
Windows configuration file as in step 43 and the system operator has to 
decide whether to prevent the communication from the remote computer 
5 102 that has not updated MS Windows configuration file till having 

updated by the host computer as in step 44 or to lock the remote computer 
102 that have not updated MS Windows configuration file as in step 45. 

Referring now to FIG. 3, a flow chart is shown illustrating a method 
for updating over the air by a host computer having a special program 
1 0 module and data base, the operating system of at least one remote 
computer having a special program module (SPM) according to a 
preferred embodiment of the invention. The remote computer 102 
initialisation process as step 10 starts when the remote computer 102 starts 
to run and includes the steps of initialisation of aTwireless communication 

1 5 driver 104, initialisation of the RSPM 103 and initialisation of MS Windows 

105. The host computer 108 sends by radio modem 107; an over the air MS 
Windows updated configuration file to the RSPM 103 of the at least one 
remote computer 102. The RSPM 103 of the remote computer 102 receives 
the MS Windows updated configuration file as in step 12 and checks the 

2 0 update configuration file validity as in step 14. If the MS Windows 

configuration file is not valid the RSPM 103 will wait to receive a valid MS 
Windows configuration file. If the MS Windows configuration file is valid 
the RSPM 103 will store the file in a mass storage device as in step 16 and 
will wait for a update message from the host computer 108 as in step 18. 

2 5 When the RSPM 103 receives the update message from the host computer" 

108 at the remote computer 102, the RSPM 103 will write a warning 
message on the user screen as in step 20. Then the RSPM 103 will turn off 
the MS Windows 105 operating system as in step 22 and replace the MS 
Windows configuration file with the update configuration file as in step 24 

3 0 and restart MS Windows 105 operating system. 

Advantageously, the method described above allows updating MS 
Windows configuration file to at least one remote computer 102 by sending 
an over the air message from the host computer 108 to the special program 
module 103 of the remote computer 102. The host computer 108 can update 
3 5 the entire fleet of remote computers with no limitation on the remote 

computers number in the fleet at the same time via radio communication 
and have a remote access to every remote computer in the fleet to make the 
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MS Windows configuration file updating. The method described above 
saves a lot of time of updating the configuration file of a fleet of computers. 
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Claims 

1. A method for updating by a host computer having a host special 
program module and a data base, an operating system of at least one 
remote computer having a remote special program module, the method 
having the steps of: 

sending an over the air message from the host special program 
module to the remote special program module of the at least one remote 
computer; and 

updating the at least one remote computer according to the over the 
air message. 

2. The method of claim 1 wherein the operating system is MS Windows. 

3. The method of claim 1 wherein the host computer and the at least one 
remote computer include radio modems. 

4. The method of claim 1 wherein the data base includes: 

configuration files for updating the at least one remote computer; 

and 

status information of the at least one remote computer . 

5. A radio communications system for remotely updating operating 
system configurations, the system comprising: 

a host computer having a host special program module, a data base 
having a configuration files for updating at least one remote computer, a 
data base having at least one remote computer status information and 
a radio modem; and 

at least one remote computer having a remote special program 
module and a radio modem arranged for communicating via radio 
frequency with the host computer in order to receive messages for 
updating the operating system configurations of the at least one remote 
computer. 

6. A method for updating an operating system of at least one remote 
computer and a radio communications system for remotely updating 
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operating system configurations substantially as shown and described in 
FIGs. 1, 2 and 3. 
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